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Received & Inspected

FFR 22 Z010
FCC Mail Room

Annual 47 C.F.R. § 64.2009{e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2009

February 11,2010

Name of Company covered by this certification: Local Long Distance L.C.

Form 499 Filer ID: B14161

Name of signatory: Donald D Miller

TItle of signatory: Member

I, Donald D Miller, certify that I am a member of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has
established operating procedures that are adequate to ensure compliance with the
Commission's CPNI rules. See 41 C.F.R. § 64.2001 et seq.

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set
forth in section 64.2001 at seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. Companies must report on any information
that they have with respect to the processes pretexters are using to attempt to access
CPNI, and what steps companies are taking to protect CPNI.

The company has not received any customer complaints in the past year conceming the
unauthorized release of CPNI (number of customer complaints a company has received
related to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down
by category or complaint, e.g., instances of improper access by employees, instances of
improper disclosure to individuals not authorized to receive the information, or instances of
improper access to online information by individuals not authorized to view the information),

Donald D Miller



Local Long Distance L.C.
844 Wood Street

Havelock, Iowa 50546

Accompanying Statement

Local Long Distance I.C. ("CoIllj>any") maintains the following operating procedures to ensure complianze with the
ntles set forth in 41 C.F.R. Part 64, Subpart U: .

Seedon 64.2005 Use of customer proprietary network informatioD without oustomer approval.

(aJ Any telecomlilllnications carrier may use, disclose, or permit acCCBS to CPNI for the purpose of
providing or marhtiog .ervice offerings llIDllDg the categories of service (i.e., local, interexchange, and CMRSJ to
which the customer sJready suhsenees from the same carrier, without customer approval.

(1J If a te1ecoDmlUDications caIrier provides different categories of service, and a customer subscribes to
DlOre than one category of service offered by the carrier, the carrier is permitted to .bare CPNI among !be carrier's
affiliated entities that provide a service offering to the custcrncr.

(2) If a teleco!IlIDllIlicatiollS carrier provides different ca!lOgori.. of service, but a eusla= does pot
subscribe to more than one offering by the carrier, the carrier is not permitted to share CPNI with its affiliates,
except as provided in §64.2001(b).

(b) A telecol11lJll1Dications carrier may POt use, disclose, or permit access to CPNI to market to a customer
service offerings that are within a category of service to which the subscriber does DIlt already subsenee from that
carrier, tuI1ess that carrier bas customer approval to do so, except as descnbed in paragesph(c) of this scctioD.

(I) A wirele.. provider may use, diSclose, or permit access to CPNI derived from its provision ofCMRS,
without customer approval, for the provisioD of CPE and informatiOD service(s). A witeline carrier roay use,
di,cIose or ponnit a=s to CPNI derived from its provisioD of local exchange service or intetexcbange service,
without customer approva~ for the provisioD of CPE and call answering, voice mail or messaging, voice storage and
retrieval services, filx SlOre and forward, and protocol coovemon.

(2) A telecoIIlIIlUll.icatioIlB carrier may Dot use, disclose, or permit access to CPNI to identify or track
custo= fuJlt call competing service providers. For exomple, a local exchange camer may not use local service
CPNI to track all customers that call local aervice competitors.

(c) A telecommunications carrier may use, diSclose, or permit access to CPNI. without customer approval,
as described in this paragraph (0).

(I) A ttleeommunicatioos carrier may use, disclose, or permit access to CPNI. without customer approval,
in its provision ofinside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting research
OD the health effects of CMRS,

(3) LECs, CMRS providers, and intercoDDected VolP providers may use CPNI, without customer
approVlll. to market setvices formerly koOWIl as edjllllCt-ro-basic services, such as, but not linlited to, speed dialing,
computer-provided directory assistlnu, call monitorlIlg. call tracing, call blocking, call return. repeat diaIiog, call
tracking, call waiting, caller In., call forwatding. and certain Centrex feature•.



(d) A telecommunications carrW may use, diBclose, or pennit access to CPNI to prolect the rights or
property of the canier, or to protect users of those services and other carriers from fmudulenl, abusive, or unlawful
use o~ or subscription to~ such,services.

The Company has adopted .pecific CPNlpolU;les to ensure thll1, In the absence ofcu.tomer approval. CPNIls
on{y used by Ihe Company to provide or market ..",ice offerings among tlte categories of service (ie., local,
Interexchallge, alld CMRS) to which the customer alreadp sub.cribes. The CompturY'. CPNIpolici£sprohibit the
shamg of CPNI with affillatsd companies, except as permilled ullder Rule 64.2005(a)(1) or with customer
approval pursuanl to Rule 64.2007(b). The only exceplions 10 these policies are as permitted antler 47 u.s.c. §
222(d) and Rule 64.2005.

Section 64.2007 Approval required for use of cu&"lOmer proprietary network information.

(a) A telecommunications carner may obtain applova! through written, ora! or electronic methoda.

(1) A telecomrmmicatiODB carrier relying on oral approval shall bear the burden of demonstrating that such
apploval has been given in compliance with the Commission', rules in this part.

(2) Approval or disapproval to use, diBclose, or pennit aceess to • customer', CPNI obtained by a
telecoIIlllllJJlicatioDS canier must remain in effect until the cusIo= revoke, or limits such approval or diBapproval.

(3) A telecommunications canier must maintain recorda of approval, whether oral, written or electronic,
for all..,1 one year.

In all circumstances where customer approval is required to u.e, disclo.e or permit IlCces' to CPNl, the
Company'. CPNIpolicie. require thflt the Company obtain customer approval through written, orlll or electronic
methods In compl1tt""e with llJd. 64.2007. A. customer'. approval or disapproval remains in effect until the
cuG/omer r_1ces or 1Jini/s the app~oval or disapproval. The Company maintains records ofcustomer approval
(Whether willen, tIrid or elet:tronk) for a minimum ofonepear.

(b) Use ofOpt-Oul and Opl-In Approval Processes. A le1ecollllIlWlications carrier maY, subject to opto<>ut
approval or opt-in approval, 118e its customer's individually identifiable CPNI for the purpose of marketing
communications-related setvices to that customer. A telecommunications carrier maYJ subject to opt-out approval or
opt-to approval, diBclose its customer's individually identifiable CPNJ, for the purpose of marketing
cotnmunications-relaltd services to !hat customer, to its agents and its affiliates !hat provide communications-related
services. A telecommunications carrier may also permit such person or entities to obtain BCetsS to such CPN! for
suclI pmposcs. Except for use and disclosure of CPN! 1Imt is permitted without customer approval under section
§64.200S, or that is d."cribed in this paragraph, or as otherwise provided in section 2:22 ofthe Commu:nicatiOllS Act
of 1934, as amended, a telecommunications carrier may only use, diBclosc, or permit access to its custonwr's
individUlllly identifiable CPNI robject to opt-in approval

The Comp""y does nol use CPNI for any purpose (inclRding marketing commanications-relaJeJi services) ""d
does not disclose or grant access tD CPNI 10 ""y pllrly (Including 10 agents or afflliJltes that provide
communiclltions-rela1ed .e....ices), except lIS permUted under 47 u.s.c. § 222(d) a1ld l!JIle 64.2005.

Section 64.2008 Notice required for tIIle of cn&"lOmer proprietary network il1formation.

(a) Notification, Generally. (1) Prior to any aolicitation for customer approval, a telecommnnications
canier JIlUSt provide notifu:ation to the customer of the custo='s right to restrict usc of; dlselose of; and access to
that customer's CPN!.

(2) A teleeommu:nications carrier must maintain recorda ofnotification, whether oral, written or electronic,
for at least one year.
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(b) lndividual notice to customel1\ IllIlSt be provided when soliciting approval to use, disclose, or permit
access to custo=' cPNI..

(c) Contl!llt ofNotice. Customer notification must provide sufficient information to enable the customer to
make an informed decision as to whether to petIllit a carrier to use, disclose, or permit sccess to, the customer',
CPNI.

(I) The notification must state that the customer has a right, and the carrier has a duty, under federa/Isw,
to protect the confidentiality ofcPNl

(2) The notification must specify the types of infonmtion that constitute CPNI and the apecific entities that
will receive the CPNl, describe the pUlposes for which CPNI will be used, and inform the customer of his or her
right to disapprove those uses, and den.y or withdra.w acces.s to CPNI at any time.

(3) The notification must advise the customer of the precise s!l:ps the customer must take in order to grant
or deny access to CPNI, and must clearly state that a denial of approval will not affect the provision of any services
to which the """torner subscribes. However, earriem may provide a brief statement, 10 a clear and nentra1language,
describing consequ.ences directly Tesnlting from the lack ofaccess to,CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) Ifwritten notification is provided, the notice must be clearly legible, use sufficiently large type, and be
placed in an area so as to be rea~y apparent to a eustome;r.

(6) If any portion of a noti.fication is translated into another language, then all portions of the notification
IllIlSt be translated into that langnsge.

(7) A carrier may state 10 the notification that the customer's approval to use CPNI may enhance the
cmier's ability to offer prodnc1l; and services tailored to the cnstonwr's needs. A carrier also may state in the
notification that it may be compelled to disclose cPNI ill any peman upon affirmative written requcst by the
customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer to
freeze third-party aceesa to CPNI.

(9) The nctification must state that any approval, OT danial of approval fuT the use of CPNI ouwde of the
aervice to which the customer already subson"es from that carrier is vaJid until the customer affinnatively =okcs
or limits snch approval or deDial.

(10) A telecolIlJl1UIlicatiOll8 carrier's solicitation for approval must be proximate to the notification of a
customer's cPNI rights.

The COlllpll1ty's CPN!policies require that customers be notified oftheir rights, and the Compally's obUgatiollS,
with respect to CPN! prior to any solicilotiOn for astomer apprD\11lL All required customer notices (Whether
wriJten, oral or eledronic) C1Jmply with the requirements ofRIJI4 64.2008. The Company maintains reCQrds ofall
reljuired customer IWtiees (whether written, oral or electronil:) for am/lllmwn ofone year.

(d) Notice Requireml!ll1S Specific to Opt-Out. A telecoDlIllUIlieations carner must provide notification to
obtain opt-out approval through electronic or written. methods, but not by omI coInlDllIlication (except as provided in
paragrnph (I) ofthis section). The con_ of any snch notification must comply with the requirements ofparagraph
(c) of tlris section.

(1) Carriers must walt a 30-day mjn;mum period of time afteT giving customers notice and an opportuIrity
to opt-out before assuming customer approval to use, disclose, or permit access to CPNL A cmier may, in its
discretion. provide for a longer period. Carriers must notifY cnstomexs as to the applicable waiting period for a
response before approval is asSUIllCd.
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(i) In the Clllle of an electronic furm of notification, 1he waiting period shall hegin to run from 1he date on
which the notification was sent; and

(ti) In the case of notification by mail, the waiting period shall begin to run 00 the third day following 1he
date that the notification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two yeaI1l.

(3) Telecommunications catriers that use e-mail to provide opt-out notice' IDUSt comply with the following
requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from co= to send notices via e-mail
tegarding their service in general. or CPNI in particular;

(n) Carriers lDlIs1 allow customers to reply directly to e-mails containing CPNI notices in order to opt-out;

(ill) Opt-out e-mail notices that are rell.lID.ed to the carrier as undelivemble must be sent to the customer in
another form before carriers may consider the ~usto:m.er to have received notiCe;

(iv) Carriers that use e-mail to scud CPN! notices IIlllllt ensure that1he suOject line of the message cle>rrly
and accurately identifies 1he subject matter of the e-mail; and

(v) Teleconnnunications carriers must make available to every customer a method to opt-out that is ofno
additiow cost to the customer and that is available 24 hours a day, seven days a week. Carners may satisfy this
requirement through a combination oflWlthoda, so long as alI customers bave the ability to opt-out at no cost and are
able to effeetu.ste that choice whenever they choose.

In instances where the Company is rtql4ired /!) o1Jtaill cl4stOl/lQ approval for tile lISe or disclDsure OfCPNI, the
Company oblJlins "opt 0141" approval in accordance with the disclDsures, methods and requirements contiWred in
1lRle 2008(c) and RIlle 2008(d). The Company's CPN! polk/es require that the Company provide "opt out"
notices to its custolllers every tIl'o years. AU customers have tile lIbiJity to opt out at no cold and using methods
thJzt are l1l'aililble ",henever the customer chooses.

(el No~e Requirements Specific to Opt-In. A telecommllIlicaliOll& carrier may provide llQtification to
obtain opt-in approval tbrough oral, written, C1f electronic methods. The contents of any such notification must
comply with the requirements ofparagraph (c) of this .ection.

'The Company does not C"Trendy solicit "opt in" customer approval for tile use or disclosure of CPNL The
Company does not use, disclose or grant access to CPNl for any purpose, to any party or in any manner tila!
would require a customer's "opt in,t tipprolltU undl!l' the Commissum's CPNI Rules.

(I) No~e Requirements Specific to One-Thne Use of CPNI. (I) Caniers may use oral notice to ohtBin
limited, one:timc use of CPNI for inbound and outbound customer telephone coD!a.cts for the duration of the cal~

regardless of whether carriers use opt-out C1f opt-in approval hosed on the nature ofthe contact

(2l The contents of any such notification must comply with the requirements of paragraph (c) of this
section, except that telecommunications carrion may omit any of the following notice provisions if not relevant to
the limited use for which the carrier seeks CPNI:

(i) Carriers need not advise customers that if they have opted-out previously, DO action is needed to
maintBin the opt-out election;

(ii) Carriers need nol advise customers that they may share CPNI with their affiliates or 1lJird partie. and
need not name those entities, if the limited CPNI usage will not result in use by, or disclosme to, 8ll affiliate or third
party;
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(iii) CBrriers need not disclose the means by which a customer can deny or withdraw future acces, to
CPNI, so long as cartiers explain to customers that the .cope ofthe approval the carrier seeks iB limited to one-time
llSe; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or deny access
to CPNI, as lonz as the carrier cleatly commnnicates that the customer can deny access to biB CPNI for the call.

I. ill8/ances where the Company seeks one-time customer approval for the use Dr disclosure of CPNl, the
Company obUlilfS such approval in accordJuu;e with the discJo$uresJ me1llods and requirements contained in Rule
2008(f).

Section 64.2009 ·Safeguards required for use ofoustomer proprietary network information.

(a) Telecommunications cortiers must implement a system by which the status of a customer', CPNI
approval can be clearly eslllblished prior to the use of CPNI.

The Company'. billing system aDows tUlthorized company peTSonnd to ellSily tktermine the slatu$ of a
customer's CPNI approvtzl on the customer account screen pmr tf) tAe USe or disc~sure ofCPNl.

(b) Telecommunications carriers must train their· persoIl1lel as to when they are and are not authorized to
we CPNI, aud carriers nmst have an express disciplinaIy process in place.

The Company has est4blished CPNI compliance poUciu that include employee training 011 restrietiollS on the use
and disclosure of CPNI and reqUired s'feguttrt!J to prot,et ogainst unouthorb:.ed USe or disclosure of CPNL
Employees h""e <I{{1Ud that they understand the CPNI policies and a violotioll of those polides will r",ult in
diseiplinary action,

(c) All carriers shall m.aintain a record, electronically or in some other manner. of their own and their
affiliate,' sales and marketing campaigns that use tileir eustom=' CPNI. All carriers shall maintain a record of all
instances where CPNI was disclosed or provided to third parties, or whae third parties were allowed access to
CPNI. The record must include a description of each campaign, the specific CPNI iliat was used in tile campaign,
and what products and services were offered as a part of the campaign. Carriers shall retain the record for a
mjnjrnnID of one year.

The ComplUrJ's CPNIpoUcies require that all sal.. and marketing compaigns I/Ic1Itding those utilizing CPNI be
recorded IUld kept on filefor at least one year. 1l&ords are aJso mai1ltained for disclosure or aCcess UJ CPNI by
thirdparties. The rl!l:orrls inc1ltde the required informattoll listed f:II Rule M.2009(c).

(d) Telecommunications carriers IIlUSt establish a supervisory review process regsrding carrier compliance
with the rules in this subpart for out·bound marketing situations and maintain records of carrier complianee for a
minimum period of one year. Sp~y, sales personnel nmst obtain supervisory approval of any proposed oul·
bound IIlIJketing request for customer approval.

The Company's CPNI poUcia reqllire ,mp!t1yees to obtoin apprOWli from ths Compony's CPNI Complianee
Officerfor aU marketing compaigns, Including those utlJizing CPNI, priDr to initiating that compaign. RlXord of
lhe marketing compaigns, Diong with the approprll1te sllptJr1Juory appro.al is maintained for at lease olle ysar.

<e) A telecommunications carrier must have an officer, as an agmt of the carrier, sign aud file with the
Commission a compliance certificate on an aonuaI basiB. The officer must stale in the certification that he or sbe has
personal knowledge that the company has established operating procedures that are adequate to eDSure compliance
with file roles in this subpsrt The carrier must provide a statement accompanying the cerlificate oxplaining how its
operating procedures ensure that it is or is not in compliance with tile rules in !biB subpart. In addition, tile carrier
must include sn explanation of my actions taken against dalll brokers snd a s\llIJlIlltry of all customer complaints
received in the past year concerning the unauthorized release of CPNI. This filing must be made annually with the
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Enforcement Bureau on or before March I in EB Docket No. 06-36, for data pertaining to the previous calendar
year.

The rei/aired off,.,er CertijiC<JJion, actwns laken agabtst data brokers and summary of CJJstomer complaint
documents are incluiled with this accompanying staUmell~ '1M CIImpany will file lhae dOCllments on tUl

annwzl basis on or before March 1 for data pertaining 10 the previous calendar ytar.

(I) Carriers must provide written notice within five bUBiness days to the Commission ofony instance where
the opt-out mechsnisms do not work properly, to such a degree that consWIJerS' inability to opt-ont is more tbao an
anomaly.

(1) The notice shall be in the foonoh letter, and shau include the carrier's name, a description of the opt.
out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was implememed,
v.iiether the relevant state commission(s) bas been notified and whether it has taken my action, a copy of the notice
provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which co= lIlAyopt-
ollf.

The Company's CPNIpolicies include a process to provide the required written nottCi! to the Commisdon within
jiYe busiil..s days ofan opl-out mecltanism failure that is more than an anomaly. :the procedure meets the
requirements lisled in Rule 54.2009(f).

(a) Safeguarding CPM. TeleconmnmicatioDS cwiers must take reasonable measures to discover and
protect against attempts to gain unanthorized BCCess to CPNI. Telecommunications carriers must properly
authenticate a customer prior to disclosing CPNI based on customer-initiated telepbone contac~ online account
access, or an in-store visit.

The CIImpaJry's CPNI poficies and fUtlployU!. trainiJJg include reasonable measures 10 disco.er and prolm:t
agaiJlst activity /hot is indicative of preteJaillg and employees are iniltructed 10 notijj the CPNI CIImpliance
OfJico ifany such aetivlty is suspected.

(b) Telephone access k! CPM. Telecommunications carriers may only w..close call detail infonnation
over the telephone, based on customer·initiated telephone contact, if the customer first provides the carrier with a
password, as descnbed in paragraph (e) of this section, that is not prompted by the carrier asking for readily
available biogrsphical information, or account infurmation. If the customer does not provide a password, the
telecommunications cwier may only disclose call detail information by ,ending it to the customer's address of
record, or, by calling the customer at the telephone number of record. If ilie customer is able to provide call detail
infonnation to the telecommunications carrier during a customer-initiated call without tbe telecommunications
carrier's assistance, then the tclecommunicatioDS carrier is· permitted to discuss the call detail iufoIDlB.tion pmvided
by the customer.

The Company's CPNI policies ensure that a CIlstomer is only able 10 acCBSS call det4iJ information o.er Ike
lelepltone III one ofIke ways listed in Rule 64.2010(b). lfthe customer cannol remember their password, Ihey are
prompteJJ 10 anmer a secutity quesJio1l. Neill..r the password nOt the security question are based on readily
""aiJable bwgraphical infotination Ot account illformation. Customer serPic8 represe_.es are instructed 10

authenticate clUlOmers over Ihe lldepltone in all iJrstances =pt in Ike case wltere the customer pro.ides the CIlU
detJJU information without the assistance ofthe Company.

(c) Online access ro CPM. A telecommunications carrier must authenticate a customer without ilia use of
rearlily available biographical information, or account information, prior to allowing the customer online access to
CPNI related tc a telecommnnications service account Once authenticated, the customer may only oblain online
access to CPNI related to. telecommunications service account through a password, as described inparagtaph (e) of
this section, that is llIlt prompted by the carrier asking for readily a'lllilable biogrspbi1:al information, or account
infonnation.
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The Company's CPNI poJjc;e$ require customer rmtltenncati(Jn H'ithout the use ofrEadily 01lat1lJh1e biographical
information or account information prior to initially gaining tzecess UJ on account online. Once the customer is
IUIt/1enJicated the CJJStomer Is required to use a password /Q obtain online <lUeSS to CPNI.

(d) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer who. at a
carrier's retaiI location, first presents to the tclecol:IlIIlWlic.tiOIlli carrier or its agent a valid photo ID matching the
customer's aecount information.

TIre Company's CPNIpolides tJ1Jbw the Company to disclose call del4i1 CPNI to the customer at a retoilloeation
afterpresenting a validphoto IJ) that matches the customer's ttJ:count infonnatitJn.

(e) Estobllshment ofa Password and Bock-up Authet:ticotion Methods for Lost or Forgotlen Passwords.
To establish a passwo:rd, a telecommunications carrier mUst authenticate the customer without the use of readily
available biographical information, or account iofonnatiou. Telecommunications carrien way create a back-up
customer authentication method in the event of a IOBt or forgotten password, but such back-up customer
authentication method may not prompt the customer fur readily available biographical information, or account
:infonnaticm. If a customer cannot provide the correct password or the cocmct response for the back-up customer
authentication method, the customer must estllblish a new password as desenoed in tlria pamgraph.

The Company's CPNIpolides Il!JJ>w for a fl!H' ~s til rstablish apassword, alI ofwhich ensure compliance with
the above paragraph. BocA method also aliows llIe customer til establish a back-up or seCurity question in llIe
event that they forget their password. In no went does the Company use readlIy avalIable biograp/Jical
information or ll&COllnt information as a back..up question or as a ml'PllS to estabUsh a password or authentkDle
tlte custDmer.

(I) Notification of accounl cAanges. TelecoJlllIIlJJlications carriers must notify customen immediarely
whenever. password, customer ~ODSe to a back-up lJlea!lll of authentication for lost or forgotteli passwords,
online account, or address of record is created or changed. This notification is not required when the customer
initiates service, including the selection of a password at service initiation. This notification may be through a
carrier-origiI>ated voicomai] or tl:xt message to the telephone rnunber of record, or by mail to the address of record,
and must not reveal the changed infurmation or be sent to 1he new account infonnation.

The Company's blI1ing system generates a rli>tijiaUion lettu when any aflllefieJds llst£d in Rule 64.2010(f) is
created or changed. The Company immedil1teJy mails allt the nodjicatlon to llIe address ofreaml (never" new
address) when required by Rule 64.2010(j). The contmJ of the notification complies with the requirements of
Rule 64.2010(/).

(g) Business Customer &emption. Teleeommnnications carriers may bind thernselve, contractually to
authentication regimes other than tho,e described in this section for services they provide to their business customer
that have bo1h a dedicated account representative and a contract that specifically addresses 1he carriers' protection of
CPNI.

Tlte Company does not utiliu. the business customer exuption at this time.

Se<lion 64.2011 Notlllcation of cnstomer proprietary network information secUJity breaches.

(a) A telecolDlDllDicatioDB carrier shall notify law enfu=t of a breach of its customers' CPNI as
provided in this section. The carrier shall not notify ita customen or disclose the breach publicly, whether
vol1ll1larily or \lllder state or local law or these rules, until it has completed the process of notifying law enforcement
p=t to paragraph (b).

(b) N; soon as practicable, and in .no event later than seven (7) business days, after reasonable
deterntinalion of the breach, the telecomnnmications carrier shall electronically notify the United States SeCIet
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Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility. The Commission
will IIJllinlain a link to the reporting facility at!rttp:llwww,fcc,gov/eb/cpni,

(I) Notwithsl>nding any ,tate law to !he contrary, the carrier shall not notifY customers or disclose the
breaeh 10 the public until 7 full business days have passed after notification to the USSS and the FBI e><ccpt as
provided in paragraphs (2) and (3),

(2) If the carrier believe, that there is an ex1:ranrdinarily urgent need to notify any class of affected
customen; sooner than otherwise allowed under paragraph (1), in order to avoid immediate and irreparable harm, it
,hall ao indicate in its notification and may proceed to ilnmediBtely notify its affected customers only after
consultation with the relevant investigating agency. The carrier shall cooperate with the relevant investigating
a.gency's request to mjnimjze any adverse effects of such customer notification.

(3) If the relevant iovestigaling agency determines that the pUblic disclosure or notice to customers would
impede or compromise an ongoing or potential criminal invr.stigation or IlAtional security. such agency may direct
the camer not to so disclose or notify for an irtitial period of up to 30 days, Such period may be extended by the
agency a, reasonable necessary in the judgment ofthe agcncy, If such direction is given, the agency ,hall notify the
cartier when it appears that public disclosure or notice to affected euoiomers will no longer impede or compromise a
criminal inve.tigation or national security. The agency shall provide io writing its irtitial direction to the carricr, any
subsequent exteosion, and any notification thet notice will no longer impede or compromise a criminal investigation
or national security and sucb writings shall be contempomneously logged on the same reporting facility that contains
records ofnotifications filed by cartielS.

(c) RecorlikeepiJlg. All cartiers shall maintain a record, electronically or in some other manner, of any
breaches disccvered, notification mad< to the USSS and the FBI P1ll1iuant to panlgraph (b), and notification made to
custo=, The record must include, if available, dates of discovery and notification, a d<tailed description of the
CPNI that was the subject of the hreach, and the circumsl>nces of the breach. camera shall retain the record for a
minimum of2 years.

The Company has polides ...d procedures irs p14ce /II ....ure complUlllce With Rule 64,2011. When it Is
reJU()ru:bly tleIermil'ed thllt. bre.ch luis occurred, lite CPNI CompliJmce Officer will ..oeijy law e..forcement flItd
its customer ill the required timefram... A """,,rd ofthe breseh wlU be maillttJilledfor a cninimllm oftwo year<
and wlU irscblde IJll informatio.. ret}ulred by Rule 64.2011.

8


